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Aol bog LAl
General Terms & Conditions
# Comply (Y/N) Notes
Yarmouk Water Company will determine to its satisfaction whether the bidder selected as
1 | having submitted the lowest-evaluated responsive bid is qualified to satisfactorily perform
the project.
2 The determination will consider the bidder's financial, technical and production
capabilities.
Yarmouk Water Company will award the tender to the successful bidder whose bid has
3 | been determined to be the most proper responsive bid, provided further that the bidder is
determined to be qualified to satisfactorily perform the contract.
4 | Bidder must provide all necessary requirements to make the solution ready to work.
5 | Compliance Sheet is required and must be filled.
6 | The bidder should provide software and support for two options, one and three years.
7 | Licenses: all necessary licenses required for one year / Three years.
8 | Prices include onsite installation and configuration for the proposed solution.
9 | Bidder must provide training onsite for the supposed solution.
10 The bidder shall provide local support (Onsite if needed) during licenses subscription
period without extra cost.
11 Activity date for the new licenses will be done by coordinating with Yarmouk Water
Company / Information and Communication Technology, For both Item requested.
12 If no appropriate bidder offered a satisfactory proposal all or parts of the tender Yarmouk
Water Company has the right to cancel the tender with no further consequences.
13 The bidder who’s won the tender must sign a contract with Yarmouk Water Company that
explained all implementations phases.
The bidder who’s won the tender must provide Yarmouk Water Company a Full
14 | Documentation for all parts of this project that should include: plans, deploy, configure,
audit, test results.
15 | The bidder must explain the delivery and implementation time frame.
16 Yarmouk Water Company is inviting Qualified bidder only to provide the
requirements of mentioned RFP .
17 Yarmouk Water Company have defined the following as mandatory qualifications
requirements any bidder does not comply to any of them will be disqualified.
1 bidder must be in business and a registered company in Jordan for at least 10
years
bidder should have enough experience and certified technical staff to do the
installation and support , where it must have at least 3 local qualified and
18 2 certified engineers to install and support the offered solution , name,

experience , certificates ,and CV’s of the staff who will do the installation and
support should be included .

bidder should have valid partnership with the vendor of the offered solution,
3 original authorization updated letter from the mother company must be
provided.
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XDR RFP Requirements Framework

Comply
(Y/N)

Notes

1. XDR Prevention

Solution must provide local machine learning-based analysis and threat
prevention for online or offline protection

Solution must provide multi-layered prevention leveraging Al/ML, behavioral
analysis, and exploit protection techniques

Solution must prevent file-based, file less, and memory-resident attacks in real
time

Solution must protect against ransomware, zero day attacks or unknown
threats using continuously updated threat intelligence

Solution must prevent exploit techniques independent of specific vulnerabilities

Solution must have automated capability for cloud-based malware analysis
with verdicting and reporting

Solution must detect and prevent command-and-control (C2) and reverse shell
activity

Solution must provide host firewall, device control, and encryption
management capabilities

2. XDR Detection & Analytics

Solution must ingest and normalize telemetry from endpoint, identity, network,
and cloud sources

Solution must provide behavioral analytics across endpoint, identity, network,
and cloud telemetry

Solution must natively and automatically correlate cross-domain telemetry
without dependency on external SIEM for core detections

Solution must detect threats across the full attack lifecycle aligned to MITRE
ATT&CK

Solution must map detections to MITRE ATT&CK tactics and techniques

Solution must utilize machine learning models for detection

Solution must natively detect user-based threats, such as lateral movement
using identity-aware analytics.

Solution must support creation of custom detection and correlation rules with
retrospective analysis across historical data

Solution must continuously collect data to support behavioral analytics and
retrospective detection

Solution must reduce alert noise through adaptive baselining and suppression
of benign activity

Solution must continuously discover managed and unmanaged assets

Solution must offer vulnerability assessment and rogue device discovery
across the network

Solution must detect threats across managed, unmanaged, and remote assets

Solution must correlate security telemetry with asset and user context

Solution must support configurable data retention with extended retention
options
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3. XDR Investigation & Threat Hunting

Solution must perform automated root cause analysis and present alerts as a
unified attack storyline

Solution must be able to collect detailed telemetry including process, file,
registry, network, user activity, etc.

Solution must visualize attack chains including process lineage and lateral
movement

Solution must provide a unified timeline view across endpoint, network,
identity, and cloud events

Solution must include an advanced query engine capable of searching and
correlating cross-domain telemetry

Solution must support complex queries including regex, aggregations, joins,
and data manipulation

Solution must allow seamless pivoting across entities such as users, hosts,
processes, files, and IP addresses

Solution must enrich artifacts with threat intelligence and historical activity
context

Solution must automatically group related events from various sources into a
single incident and investigation context

Solution must provide guided investigation workflows or analyst assistance
capabilities

4. XDR Response, Automation & Integration

Solution must provide remote response capabilities including command
execution and live endpoint access

Solution must have the ability to swiftly sweep across the entire environment to
identify and eradicate specific threats or files

Solution must support response actions across Windows, Linux, and macOS
endpoints

Solution must support endpoint isolation, process termination, and file
guarantine

Solution must enable response actions across multiple endpoints
simultaneously

Solution must provide both automated and manual remediation workflows

Solution must orchestrate and automate response actions across endpoint,
network, emails and identity controls

Solution must provide predefined and customizable response playbooks

Solution must integrate with SIEM and other third-party security tools

5. XDR Platform Architecture and Management

Solution must provide a scalable architecture with centralized management

Solution must offer a single management console for prevention, detection,
investigation, and response

Solution must operate through a single-agent architecture supporting
prevention, detection, and response

The unified agent must maintain a low average CPU with all security services
enabled

Solution must offer optional peer-to-peer agent updates to minimize bandwidth
impact

Solution must enforce role-based access control (RBAC) and scope-based
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access control (SBAC) with granular permissions

Solution must support multi-factor authentication (MFA) for administrative
access

Solution must maintain full audit logs of administrative and analyst activities

Solution must provide API integrations

Solution must ensure encryption of data in transit and at rest

Solution must comply with industry certifications such as ISO 27001 and SOC
2 Type Il

Solution must support diverse environments including Windows, Linux,
macOS, and cloud workloads

Solution must optionally provide 24/7 managed detection and response (MDR)
services

6. XDR Industry Validation

The proposed solution must maintain leader status across three or more
globally recognized third-party analyst evaluations and independent efficacy
tests
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(XDR)& Firewall licenses

. . Opt1 Opt 2

No. D t TY.

° escription Q 1 Year Price 3 Years Prices
Extended Detection and Response
1 (XDR) 500
Laid ple Buad
2 FortiGATE 1101E license ( IPS ) 1
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